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Overview
In the hiring process, an employer typically seeks a candidate who is the best “fit” for a position, evaluating
a candidate’s skills, abilities, and personal characteristics in light of the job requirements. Employers often
try to confirm the veracity of the information contained in the candidate’s application materials and learned
through the interview process. Beyond an assessment of a potential employee’s qualifications and
truthfulness, an employer should also attempt to ensure that the candidate does not pose a risk to other
employees or to third parties. The challenge for the employer in addressing these important hiring goals is
to make sure that any background check process accurately measures these qualities without unfairly
discriminating against any applicant or otherwise breaching the law.
Employers are generally permitted to conduct some form of a background check on any potential employee,
independent contractor, or volunteer. 1 The term “background check” does not have a technical legal
definition, and its scope can range from a simple reference check to a credit review to a full blown criminal
records investigation. What should be included will be different for each employer, and the process to obtain
and review background information will need to be tailored to address the specific job description and any
overriding contractual or specific legal requirements related to the particular position. For example, an
insurer may contractually require criminal history record checks as a condition of an employer’s coverage
for certain types of liability insurance. And for certain employment sectors, especially those in which
employees must obtain a state license in order to practice, a background check including an individua l’s
criminal records may be required by law.
Background checks are subject to a wide-ranging and frequently changing set of regulations that will be
discussed throughout this Guide. An employer must ensure that a background check does not unfairly
discriminate against any protected class under Title VII of the Civil Rights Act of 1964 and, if an outside
agency is used to conduct the check, make sure that certain requirements are met both by the employer
itself and the outside agency. In the state of California, outsourced background checks are governed by the
Federal Credit Reporting Act, the California Investigative Consumer Reporting Agencies Act, and the
California Consumer Reporting Agencies Act. In addition to the anti-discrimination provisions of Title VII,
the employer should stay abreast of Equal Employment Opportunity Commission guidelines while ensuring
compliance with the more stringent state regulation from the California Department of Fair Employment
and Housing, as well as all relevant Labor and Penal Code sections and when applicable, local “ban the
box” ordinances. Clearly, there are many legal considerations to evaluate before determining whether to
conduct a background check. A background check should not be conducted as a regular part of the hiring
process until the employer is certain that all legal and regulatory requirements are (and will continue to be)
satisfied.

Why Might an Employer Perform a Background Check?
Depending upon the particular background check process implemented by the employer, the check may:
•

corroborate that potential employees with access to confidential information or in a
position of power over other individuals (such as senior managers and/or personnel in the
finance; human resources, and information technology) are trustworthy;

•

identify whether potential employees harmed third parties while under previous
employment and therefore could be said to have a “propensity for violence;”

1
610 S. ARDMORE AVE . | LOS ANGELES, CA 90005 | T EL : 213.385.2977 | WWW .P UBLICCOUNSEL .ORG

PUBLIC COUNSEL | COMMUNITY DEVELOP MENT PROJECT | BACKGROUND CHECK GUIDE |REVISED JANUARY 2017

•

reduce the risk of a violent or unsafe
workplace;

•

provide the employer with reassurance that the
individual can be trusted around vulnerable
clients or other vulnerable third parties;

Timing of a Background Check

•

corroborate that potential employees were
truthful in their application materials and
during interviews.

Many employers not required by law to conduct
background checks decide to implement such
procedures anyway in order to avoid potential legal
liability related to “negligent hiring,” discussed below.
Performing a background check may also have some
drawbacks, however, in that it may:

On occasion, background checks do take
longer than expected. Since the background
check process is often designed to ensure a
potential employee does not pose a significant
risk to the workplace, it is best to conduct any
check well before the employee’s start date so
that both the employer and the employee have
a meaningful opportunity to assess the result
of the check. Allowing an employee to
commence work before the employer has a
full understanding of his or her background
may put third parties in danger, and may put
the employer at risk for negligent hiring. There
can be other repercussions. If an employer
decides to terminate the employment
relationship after receipt of concerning
information in a delayed background check
report, an employee who may have left a prior
position to start the new job may attempt to
recover lost wages and any other costs
associated with loss of the previous secure
employment. 2

•

discourage individuals well suited to a
particular position from applying because of
an offense committed in the past;

•

give “false positives” due to incorrect
information or clerical errors; either through
duplicate names or through unearthing of
expunged records;

•

give employers a false sense of security with regards to workplace safety;

•

have a disparate impact on populations that have higher rates of involvement with the criminal
justice system.

A well-designed and well-executed background check process can eliminate some of these drawbacks. That
being said, any employer that is not required by California law to perform a background check on potential
employees should ensure that the advantages of implementing a background check process outweigh the
disadvantages.

Negligent Hiring
In California, if an employer “…knows, or should know, facts which would warn a reasonable person that
the employee presents an undue risk of harm to third persons in light of the particular work to be
performed,” then the employer is potentially liable for negligence in the hiring or retention of an employee
if the acts of the employee result in harm to a third party while he or she is on the job or performing a jobrelated function. 3 A well-performed and well-tailored background check helps an employer understand
whether a potential employee could reasonably be considered to pose a threat to third parties while engaged
in a particular position. An employer’s analysis of risk in light of the “particular work” is key. For example,
unsupervised access to vulnerable populations, sensitive information, or valuable property potentially can
2
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present “undue risk of harm… in light of the particular work to be performed.”4 When the employee does
not have such an unsupervised access, however, the risk of negligent hiring is minimized.
An employer may be liable for negligent hiring if the scope of its background investigation is not
commensurate to the risks of harm. For example, in Evan F. v. Hughson United Methodist Church, a church
was held liable for hiring a minister who subsequently molested children while on the job because of what
the church should have known, based on information it could have accessed about the experiences of other
parishes and employers that fired the minister because of suspicion of child molestation. 5 An employer
should conduct a thorough reference check on job candidates to elicit additional information that may not
be found by a background check administered by an outside agency. See Request for References for more
information.
The federal Fourth Circuit Court of Appeals has held that an employer under a contractual obligation to
perform a background check may be held liable under a negligent hiring cause of action when such a check
is not performed and the employee subsequently harms third parties. 6 The federal Ninth Circuit Court of
Appeals and the California courts have yet to hold a California employer liable under a negligent hiring
cause of action based specifically on failing to perform a criminal background check.

Sectors that Require Background Checks
Employers in service sectors that require a professional or occupational license, that contract with
government entities, or whose employees may come into contact with vulnerable populations are often
required to make their prospective and current employees available for a specific background check
process—usually conducted via an electronic fingerprinting (“Live Scan”) through the California
Department of Justice. 7 It is rare that such employers would also be required to perform a separate
background check in addition to the one performed by the licensing agency or the government entity. An
example of such an exception is for positions in an FDIC-insured depository institution, such as a bank. 8
In California, there are over forty licensing agencies regulating more than 100 occupational licenses, each
with a separate set of requirements. Many of the regulations governing these licenses are found in the
Business and Professions Code. Under the Code, the denial of a license based on a background check must
be grounded on a finding that “the crime or act [that was the reason for the denial] is substantially related
to the qualifications, functions, or duties of the business or profession which application is made.” 9
However, the type of act or crime that is substantially related to a job function varies significantly by
profession. For example, information obtained in a credit check may be cause for denial of a license in the
financial services sector, but it could be illegal to even perform a credit check for applicants in other sectors.

See Appendix A for regulations applicable to many of the sectors requiring background checks
encountered by clients of Public Counsel. The list is not exhaustive. Employers in health and human
services fields or that provide services to children or the elderly should be especially vigilant, and should
check these and other state and federal regulations for background check requirements. All employers
should stay abreast of the regulations for the sector in which they operate, and should check with an
employment attorney to make sure that they are in compliance.
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Background Checks Required by Contract
In addition to legally required background checks, some employers may be contractually obligated to
perform background checks. For example, an insurer may require criminal history record checks as a
condition of coverage for sexual molestation liability insurance. If an employer fails to conduct the record
checks, the insurer would be able to deny molestation claims because the organization failed in its
contractual obligations. Another contractual requirement may be in the usage agreement for certain kinds
of facilities. For example, a sports program using a municipal park may be required by the municipality to
conduct background checks of the coaches as a condition of use for the park.

Design and Implementation of Background Checks
Whether an employer contracts with an outside agency to conduct a background check or conducts the
process in-house, the employer should be aware of the regulatory landscape.

Background Checks Through an Outside Agency
Many employers choose to outsource the background check process to independent agencies. In California,
a company or agency engaged in performing background or credit checks for employers must comply with
the Federal Credit Reporting Act (“FCRA”), the California Consumer Credit Reporting Agencies Act
(“CCRAA”), and the California Investigative Consumer Reporting Agencies Act (“ICRAA”). The statutes
refer to these companies as “consumer reporting agencies,” 10 consumer credit reporting agencies,” 11 and
“investigative consumer reporting agencies.” 12 For simplicity, this Guide will refer to a company engaged
in these activities as a “consumer reporting agency.”
For employers not well versed in conducting background investigations, it is often cost-effective to employ
a consumer reporting agency when evaluating new employees for hire. But employers should not assume
that all consumer reporting agencies are in compliance with all relevant laws or regulations. An employer
must be very careful in selecting a consumer reporting agency; low-cost agencies may cut corners or
insufficiently filter results. Be wary if a consumer reporting agency claims it can provide background check
information immediately, or if the check is free or at a bargain rate. Also carefully examine the procedure
involved in any “adjudication” services offered by consumer reporting agencies that promise to screen
applicants for the employer. Such an adjudication has been held to be an “adverse action” that triggers the
statutory duty to provide a pre-adverse action notice to the prospective employee, thereby allowing the
employee time to respond to any negative information collected in the screening process before an
employment decision is made. Failure to properly notify the prospective employee can result in a claim for
damages. 13 Finally, be aware of the cost-cutting industry practice that relies disproportionately on outdated
databases. A good consumer reporting agency always confirms a database “hit” with an in-person check at
the source.
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If an employer chooses to use an outside agency, it is best to thoroughly investigate the agency and to solicit
recommendations from trusted sources before engaging its services. Although Public Counsel does not
make an endorsement for a particular company, one potential source for finding a consumer reporting
agency is Concerned CRAs at http://www.concernedcras.com.

Discriminatory Practices
In designing a background check, an employer should
make certain that information solicited in a background
check does not raise red flags under state and federal antidiscrimination law. The Equal Employment Opportunity
Commission (“EEOC”) is responsible for enforcing
federal law that makes it illegal to discriminate against a
candidate (or employee) based on race, color, religion,
sex, national origin, age, disability, or genetic
information. 22 Title VII of the Civil Rights Act of 1964
prohibits failing, refusing to hire, or otherwise
discriminating against any individual because of race,
color, religion, sex, or national origin, and the Americans
with Disabilities Act (“ADA”) covers discrimination
based on disability. 23 Under Griggs v. Duke Power Co.,
hiring requirements must “bear a demonstrable
relationship to successful performance of the job[].” 24
This is often referred to as the “business necessity test”
under federal and state law. Pre-employment inquiries,
including background checks, that go beyond seeking
information related to the candidate’s ability to perform
job and job-related functions may expose the employer to
liability. While simple knowledge of a candidate’s
protected characteristics does not trigger liability, if the
employer solicits information on these characteristics, an
employer may expose itself to a lawsuit from a candidate
who believes that these characteristics were used to make
a hiring decision. 25

Unless an employer is specifically
required to collect the following
information by law, if a report from a
consumer reporting agency contains any of
the following information, an employer
should not use the data as the basis for an
employment decision:
• Bankruptcies more than ten years

old; 14
• Lawsuits and judgments more than
seven years old; 15
• Unsatisfied judgments more than
seven years old; 16
• Unlawful detainer actions, unless
the lessor was the prevailing
party; 17
• Paid tax liens more than seven
years old; 18
• Accounts placed for collection or
charged to profit and loss that are
more than seven years old; 19
• Any criminal records more than
seven years old from the date of last
release from incarceration or, if the
person was not incarcerated, from
the date of conviction. (These items
should not be reported at all if a
pardon is subsequently granted or
the conviction was later dismissed
or “expunged); 20 or
• Any other adverse item of
information that antedates the
report by more than seven years. 21

In California, under the Fair Employment and Housing
Act (“FEHA”) 26 and implementing regulations, an
employer may demonstrate that a policy passes the
business necessity test if there is “an overriding legitimate
business purpose such that the practice is necessary to the
safe and efficient operation of the business and . . .
effectively fulfills the business purpose it is supposed to
serve” and if there is no “alternative practice that would
accomplish the business purpose equally well with a lesser discriminatory impact.” 27
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Under both California and federal law, anti-discrimination
regulations apply only to candidates for employment, and not
to independent contractors or volunteers. (Though not the
subject of this Guide, note that anti-harassment regulations
specifically apply to independent contractors and volunteer
interns as well as employees.) Unlike federal regulations
which generally limit the EEOC’s reach to employers with
fifteen or more employees, 28 in California, the Department of
Fair Employment and Housing (“DFEH”) may generally
prosecute employers with five or more employees. 29 In
addition, California expands upon the federal regulation in
several substantive areas and prohibits employment
discrimination based on:

TIP: As a general rule, avoid inquiries
into an individual’s race, religion,
national origin, sex, age, disability
status, medical condition, veteran status,
financial situation, status as a
rehabilitated drug or alcohol user, family
status, or sexual orientation. In addition,
avoid
adopting
policies
that
disproportionately
disadvantage
a
candidate based on any of those
characteristics.

Sexual Orientation. An employer may not discriminate against an individual on the basis of actual or
perceived sexual orientation,30 where sexual orientation is defined as: “heterosexuality, homosexuality
and bisexuality.” 31
Financial Circumstances. While an individual’s financial status does not automatically trigger antidiscrimination laws, discrimination based on financial circumstances may have an adverse impact on a
protected group. In Johnson v. Pike Corporation of America., for example, the court found that
discharging an employee solely because his wages had been garnished was illegal discrimination since
wage garnishment affects minorities substantially more than others and the policy was not justified as a
business necessity. 32
Rehabilitated Drug and Alcohol Users. An employer may not discriminate against applicants who are:
• participating in a supervised rehabilitation program and no longer engage in drug or alcohol use;
• successfully rehabilitated from past drug use and no longer engage in such use; or
• erroneously regarded as someone who is engaged in illegal drug use. 33
An employer may, however, refuse to hire an applicant who currently uses drugs or alcohol in such a way
that makes the candidate unable to perform job duties, or would endanger his or her health or safety or the
health or safety of other employees or third parties. 34
Medical Condition and Disability. The federal ADA prohibits an employer from discriminating against a
candidate based on disability. 35 In California, FEHA expands upon the ADA and prohibits discrimination
based on disability as well as medical condition or genetic characteristics. 36 FEHA prevents an employer
from requiring job applicants to submit to a medical or psychological examination and from investigating
whether a candidate has any mental or physical disability. 37 After an employer extends an offer, the
employer may ask the applicant to submit to a medical exam or laboratory test (which may include drug
testing) only if the test specifically relates to job requirements and all employees entering in similar
positions are subject to the same type of examination. 38 A test to detect the illegal use of drugs is not
considered a “medical examination” and therefore does not violate the prohibition against pre-employment
medical exams or inquiries. 39
Additionally, the ICRAA prohibits a consumer reporting agency from furnishing a report to an employer
that contains any medical information on the candidate unless it first obtains the candidate’s consent. 40
6
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Marital Status. In California, an employer may not inquire about the marital status of an applicant unless
the inquiry concerns:
•
•
•
•
•

a bona fide occupational qualification;
business necessity (for example, in order to investigate past work history, asking a candidate if
he or she has ever used a different name);
job relatedness;
conformance to applicable security regulations; or
conformance to a nondiscrimination or affirmative action plan. 41

Pregnancy. In California, discrimination related to a person’s sex, including discrimination based on
pregnancy, childbirth, and/or medical conditions related to pregnancy or childbirth, is also covered under
FEHA. 42 In general, an employer may not refuse to hire a female applicant who is or may become
pregnant. 43 Only if the employer can demonstrate that an individual who is or may become pregnant
would be unable to safely and efficiently perform job duties can this be the basis of a legal refusal. 44

In-House Background Checks
As a result of the extensive and complex regulatory environment surrounding background checks, many
employers choose not to attempt to perform a background check in-house. Those who do should be aware
that certain global provisions of ICRAA apply if an employer conducts a background check in-house
through employees, managers, or human resources professionals. Under the ICRAA, the term “investigative
consumer report” covers any report by which an employer learns information related to an individua l’s
“character, general reputation, personal characteristics, or mode of living . . . obtained through any
means.” 45 Cal. Civ. Code section 1786.53(b) specifically addresses in-house checks and mandates that an
employer must:
•

provide a copy any public record, in written or oral form, documenting an arrest,
indictment, conviction, civil action, tax lien, or outstanding judgment
obtained during the search to the potential employee within seven days of receipt
of the information if the candidate did not waive his/her rights;

•

provide the opportunity for the job candidate to check a box waiving his/her
rights to receive a copy of a public record described above obtained during the
search; and

•

provide a copy of the public record to the candidate, regardless of whether the
candidate waived his/her rights, if the employer takes any adverse action as a
result of information learned during the search.

If any applicable provisions are not followed, an employer conducting an in-house background search faces
the same penalties as an outside consumer reporting agency, or an employer that uses an outside agency.46
An employer that conducts background checks in-house should assume that the regulations relating to
outside agencies as discussed in this Guide are applicable to it unless otherwise specified, and should pay
particular attention to anti-discrimination statutes and case law.
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Social Media
An individual’s social media activity can expose character flaws and/or bad judgment that may make the
candidate less suitable for a given position. Many employers who employ a consumer reporting agency to
investigate a job candidate’s background consider conducting a background check on a candidate’s social
media presence in-house. However, as with other in-house background check investigations, an employer
runs a significant risk of uncovering protected information about a candidate, such as race, religion, or
national origin that is not present on other parts of the candidate’s employment application. As a result, an
employer may be liable for discrimination if a court finds that protected information uncovered in a social
media search influenced the employment decision. 47
In addition to anti-discrimination regulations in Title VII and in the California Labor Code, an employer
should be aware that Section 7 of the National Labor Relations Act (“NLRA”) 48 prohibits discrimination
based on certain types of activities related to an individual’s working conditions. Under the NLRA,
discussions of wages, hours, or other working conditions, even in an online forum, may constitute
“protected concerted activity.” 49 An employer may not discriminate against a current or future employee
based upon this activity.
Though state and federal law have not yet caught up with cyber-search practice, this is a burgeoning area
of legislation, and employers should exercise caution in conducting social media searches. 50 California, for
example, has enacted a measure that prohibits an employer from asking an employee to provide log-in
information for his or her social media account and from requiring an applicant to access a personal social
media account in the presence of the employer. 51 One employment law practitioner has developed a set of
best practices to help an employer design and implement a background check performed through social
media:
•

Search only the content available to the public about the candidate on the Internet. A search
of social media should only include information available through public searches. If another
employee is linked to the candidate through a social media account, the employer should not
attempt to view the candidate’s profile or postings through a more private “friend” status.

•

Separate the social media researcher from the decision-maker or hiring manager. The
employer should designate a person, preferably in the human resources department, to perform
social media searches and should edit out any content provided to the decision-maker or hiring
manager that references a protected status or protected activity.

•

Design a uniform searching policy. The employer should ensure that all social media content
searches are done uniformly for all candidates, and include the same websites and searching
parameters.

•

Notify the candidate of the employer’s intent to perform a background check through publicly
available social media (which affords the candidate the opportunity to point out any inaccuracies
or duplicate identities that may exist in social media).

•

Restrict a social media search to after the initial interview.

•

Comply with the terms of service of each social media site, blog, or other Internet site.
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•

Document the legitimate, nondiscriminatory reasons for the hiring decision (and provide
training to hiring professionals – including recruiters, hiring managers, executives, and human
resource professionals – in the company’s social media research practices).

•

Never ask the candidate to provide log-in credentials. “Behind the shoulder” log-ins, where an
employer requires a candidate to log in to an account so that information can been seen during
an interview, should not be permitted. 52

Though they do not necessarily guarantee a safe harbor, these guidelines may provide a baseline of
permissible social media background check activity that complies with existing law. To minimize risk of
liability, an employer should follow the best practices listed above, stay abreast of the law, and consult with
a qualified employment attorney.

Notice
An employer is generally required to notify a candidate prior to conducting a background check. Under the
FCRA and ICRAA, notice is required whether the employer uses an outside agency to conduct the check
or performs the check in-house (see In-House Background Checks for more information). The notices
cannot be combined with other documents—or with each other. 53
If an employer uses a consumer reporting agency to compile background information, the employer must
provide the job candidate with notice at any time before the report is procured that:
•

is made in a separate document that consists solely of disclosure of the background check
consumer report. (It cannot appear as part of the job application form, and it cannot contain
any other information, such as release of liability or other extraneous information about
ADA or Title VII, except for a simple authorization to obtain a consumer report.);

•

is clear, conspicuous, and made in writing;

•

states that the report will be obtained for employment purposes;

•

states the permissible purpose of the report (i.e., “in connection with your application for
employment”);

•

states that the disclosure may include information about the applicant’s character, general
reputation, personal characteristics, and mode of living;

•

identifies and gives the name, address, telephone number, and web address of the
screening company;

•

states the nature and scope of the information requested; and

•

includes a check box to indicate whether the candidate would like to receive a copy of the
report. (If so, the report should be sent within three business days of completion of the
report.) 54
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In addition to candidate notification, the employer must provide a certification to the consumer reporting
agency verifying that it is in full legal compliance with all applicable regulations. All records should be
preserved for one year after the records were made or from the date personnel action was taken, whichever
is later. If an applicant files a complaint alleging employment discrimination, the employer must keep the
record until the completion of the suit. The employer may dispose of the records after these time limits are
up, but must do so securely. 55
The CCRAA, the California law governing the use of credit checks, also contains notice requirements that
apply when credit checks are used for employment purposes. Specifically, employers must:
•

provide written notice to the candidate that a credit report is being used, and specify the basis under
Labor Code section 1024.5 for which the report is being used;

•

inform the candidate of the source of the report;

•

provide the opportunity for the candidate to receive a copy of the credit report; and

•

if the employer uses information in the credit report to take an adverse action against the candidate,
the employer must provide the name, address, and telephone number of the outside agency making
the report. 56

Criminal Record Checks
Background checks concerning arrests and convictions are governed by Title VII and California labor laws,
and more recently, state and local “Ban the Box” initiatives. Criminal history can be obtained from court
records, law enforcement and corrections agency records, registries or watch lists, state criminal record
repositories, and the interstate identification index, which is the database maintained by the Federal Bureau
of Investigation (“FBI”) that includes a record of crimes committed nationally. 57 The FBI database may be
accessed by employers that are regulated by the federal government, including the banking, nursing home,
securities, nuclear, private security, and transportation sectors, and by certain industries that the state
typically seeks to regulate. 58 However, in order to perform a search through the FBI database, an employer
must meet certain requirements, discussed below.
Specifically, in California, the California Department of Justice also processes State of California and FBI
finger-based background checks through Live Scan, at a rate of approximately 2 million state-level and 1.2
million federal-level background checks annually. 59 The sheriff, police and probation departments, district
attorney offices, and courts submit arrest and prosecution records for individuals, and this information is
disseminated and used for law enforcement and regulatory (employment and licensing) purposes. Since it
is based on fingerprint submissions, the person’s unique identity can be confirmed and the records are thus
more accurate. 60
Title VII Considerations
In using information obtained from a criminal background check to exclude a candidate from employment,
an employer must be careful that its policies and practices are not discriminatory. Because arrest and
incarceration rates for African American and Hispanic men are two to three times higher than for the general
population,61 even a policy that is neutral on its face may have a discriminatory impact. Note that Title VII
measures the prohibited discriminatory impact on the pool of all available workers, not on the existing
10
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workforce. It is no defense to say that the existing workforce is racially diverse if, absent the policy, the
workforce would have contained even more members of a protected group. 62 As a result, any and all
exclusions based on an individual’s criminal history must be related to the individual’s ability to perform
job and job-related functions. Like other types of discrimination, discrimination based on criminal history
must be “job related and consistent with business necessity.” 63

The EEOC publishes a set of best practices to aid employers in instituting policies that do not
disproportionately discriminate against minorities through criminal record checks. See Appendix D for
a list of best practices that will aid an employer in designing guidelines for criminal history background
checks.

Ban the Box Legislation
In December 2016, the City of Los Angeles passed a “ban the box” ordinance, the second local ordinance
in the state which prohibits private employers from asking about an applicant’s criminal history until later
in the job application process. “Ban the box” initiatives grew out of a desire to aid rehabilitated exoffenders, especially racial minorities, in finding suitable work. Many formerly incarcerated individua ls
face significant barriers to employment despite federal and state laws that prohibit unfair discrimination
based on criminal convictions. The employer practice of inserting a checkbox that requires candidates to
acknowledge any criminal past in an initial application often automatically screens out ex-offenders who
otherwise may be qualified and rehabilitated. Pushing the check to later in the hiring process allows
candidates the opportunity to prove their suitability for the job.
Beginning January 22, 2017, employers in the City of Los Angeles with ten or more employees are
prohibited from asking about an applicant’s criminal history before a conditional offer of employment is
made. An employer is not permitted to withdraw the conditional offer or refuse to hire the potential
employee unless the employer performs a written assessment that links the specific aspects of the
applicant’s criminal history with the risks inherent in the duties of the position. The employer must also
provide the applicant with a “Fair Chance Process,” i.e., an opportunity to provide information or
documentation regarding the accuracy of the criminal history report relied upon or additional factors to be
considered in the assessment, such as evidence of rehabilitation. Failure to comply with the ordinance will
result in monetary penalty. An employee or job applicant may also bring a lawsuit against an employer who
violates the ordinance. The prohibition on inquiring about criminal history before a conditional offer is
made does not apply where the employer is legally required to obtain information regarding convictions,
the applicant would be required to possess or use a firearm in the course of his or her employment, an
individual convicted of a crime is legally prohibited from holding the position (even if the conviction has
been expunged or sealed), or the employer is legally prohibited from hiring someone convicted of a crime.64
The State of California has a “ban the box” law which, as of November 2016, applies to state agency, city,
county, and special district job applications, but not to private employees. 65 Public employers may still run
criminal background checks or inquire about criminal history later in the application process, but only after
the employer has determined that the candidate meets the minimum qualifications for the position. 66 San
Francisco also has a local “ban the box” ordinance which applies to jobs in the private sector. 67 While Los
Angeles and San Francisco are currently the only California cities with a “ban the box” ordinance for private
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sector employers, employers in the rest of the state should act cautiously with respect to conviction inquiries
and should anticipate that similar ordinances may soon be introduced in their jurisdiction.
Non-conviction records
Arrests are not proof of criminal conduct. In general, an employer may not use the mere fact of arrest to
exclude a candidate from employment and is prohibited from making any inquiry about arrest records of
an applicant or employee. 68 Consumer reporting agencies generally may not report records of arrests that
occurred more than seven years prior to the report, or records of arrest less than seven years old unless the
criminal case following the arrest is still on-going in court. 69
In some circumstances, an employer may be justified in excluding a candidate from employment based not
on the arrest itself, but on the behavior that underlay the arrest. In this circumstance, a fact-based analysis
must be conducted. As noted above, under Title VII, an employer will not be liable for discrimination
against an excluded candidate if the concerning conduct that caused the arrest was job-related and consistent
with business necessity. 70
The California Labor Code prohibits employers from asking a candidate to disclose arrests or detentions
that did not result in a conviction or a referral to or participation in a pretrial or post-trial diversion programs
(a program for low-level offences that does not entail jail time). The Code also prohibits employers from
asking candidates about criminal records that have been expunged, sealed, or dismissed. 71 Employers may
make these inquiries only if they are otherwise required by law to ask and only for the offenses specifically
described in the law. 72
Convictions
Unlike an arrest, a conviction will serve as sufficient evidence that a person engaged in a particular course
of conduct, and evidence of a conviction may be used to exclude a candidate for employment if the
exclusion meets certain criteria. When an employer chooses to exclude a candidate from employment, the
exclusion must still be evaluated through the business necessity test. In weighing whether a candidate with
a conviction for a particular crime should be excluded from employment an employer should consider:
•

the nature and gravity of the offense or conduct;

•

the time that has passed since the offence or conduct and/or completion of the sentence;
and

•

the nature of the job held or sought. 73

An employer policy to exclude job candidates who have received certain types of convictions should still
provide for an individualized assessment of a candidate. 74 The individualized assessment must provide for
notification to the candidate that he or she has been screened out because of a criminal conviction, allow
the candidate an opportunity to demonstrate that the exclusion should not be applied, and entail
consideration by the employer as to whether the additional information warrants an exception to the
policy. 75 For certain convictions in California it may be possible for the candidate to get a court order called
a Certificate of Rehabilitation. 76 The Certificate does not expunge the criminal record, but evinces a judicial
finding of rehabilitation. Therefore, denying employment to an individual with the Certificate solely on the
basis of his or her criminal history will likely be found not to be justified by business necessity. Some
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licensing agencies are prohibited from denying a license solely on the basis of convictions for which a
person has obtained such a Certificate. 77


California and Federal Criminal Convictions Records

Certain governmental and private organizations, including nonprofits, may conduct criminal offender
record information background checks by requiring job candidates to submit fingerprints to the California
Department of Justice. This is especially important for organizations that must determine the suitability of
an individual for employment or volunteer position
working with children, the elderly, or the disabled. 79
To obtain authorization to submit requests for
fingerprint background reports, an agency must:
•

be designated by statute as an employer
entitled to conduct a fingerprint-based
criminal record check (see civil codes that
regulate the sector of your organization to
determine eligibility);

•

submit
forms;

•

determine whether your organization should
request notifications of any arrest subsequent
to the candidate being hired; and

•

wait for authorization to be approved. 80

appropriate

authorization

request

Court-Ordered Volunteers
Alternative sentencing often allows an offender
to perform community service in lieu of jail
time. A nonprofit may accept these courtmandated volunteers, who can provide a
valuable source of labor. However, this sort of
labor may pose risks. In accepting courtordered volunteers, the nonprofit should
maintain a background check process
consistent with the type of checks required for
employees and other volunteers, particularly if
the nonprofit
works with vulnerable
78
populations.

Once this process is complete, the employer may send job applicants to be fingerprinted in order to receive
California criminal records.
To request a national criminal background check, the employer should obtain an “Identity History
Summary” from the FBI. 81 Some sectors, especially those that require a license to operate or that deal with
vulnerable populations, may be required to obtain criminal records from the FBI.


Sex Offenders

In California, registered sex offenders may be found through a search of the California Megan’s Law
website (http://www.meganslaw.ca.gov). However, an employer may only use information from the
Megan’s Law website to make employment decisions in order to “protect a person at risk.” 82 Because
consumer reporting agencies obtain information about an applicant’s registration as a sex offender from
the Megan’s Law website, an employer who relies on a commercial background check report is also
subject to the law and must be careful not to deny employment based on the registration status unless it
can clearly identify “a person at risk” from the specific harm posed by the underlying criminal conduct.
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Credit Checks
A credit check investigates a consumer’s credit and financial history. Numerous agencies, such as Experian,
TransUnion, or Equifax, provide credit check services. In California, credit background checks are
governed by the CCRAA and California Labor Code. Generally, an employer may not perform a credit
check on a potential employee in California. The Labor Code provides an exception for individuals whose
positions would involve control of funds or managerial authority. These positions include:
•

managerial positions;

•

positions in the California Department of Justice;

•

sworn peace officers or other law enforcement positions;

•

positions for which information contained in the report is required by law to be disclosed
or obtained;

•

positions that involve regular access (for any purpose other than the routine solicitation and
processing of credit card application in a retail establishment) to bank or credit card account
information, social security numbers, or date of birth;

•

positions in which the employee is a named signatory on the bank or credit card account
of the employer;

•

positions in which the employee is authorized to transfer money on behalf of the employer;

•

positions in which the employee has authorization to enter into financial contracts on behalf
of the employer;

•

positions that involve access to confidential or proprietary information;

•

positions that involve regular access to cash totaling ten thousand dollars ($10,000) or more
of the employer, a customer, or a client during the workday. 83

Negative credit information will appear on credit reports for seven years and bankruptcies will appear for
ten years. 84 Information that exceeds these limitations should not appear on a background check.

Request for References
A request for references is standard business practice when evaluating a prospective employee. An
employer may both request references for a candidate and provide references for former employees.
However, employers should be careful in the type of information they request and/or provide. 85 It may be
difficult to obtain meaningful references from former employers who are afraid of disgruntled job seeker
defamation or other legal claims. In conducting a reference check, an employer should seek a potential
employee’s written permission to speak with former co-workers and maintain confidentiality in
disseminating information obtained during a reference call.
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In asking former employers to provide a reference for a potential employee, be aware that the former
employer may not be totally candid if worried about potential legal liability arising from a negative
reference. In California, employers enjoy a qualified privilege if they act without malice when providing a
reference, and may provide information, even if negative, about job performance, qualifications, and
eligibility for rehire. 86 A former employer could, however, risk liability for not providing certain
information, if the negative reference would prevent the potential employer from engaging a potentially
dangerous employee. An employer should seek to discover as much information as it can from a former
employer and may remind the former employer that information about the candidate, even if negative, is
privileged so long as the information is not malicious in nature. 87 (Note that the privilege does not extend
to statements about an employee's constitutionally protected speech or activities, or statements about an
employee's union or other concerted activities.). 88

Workers’ Compensation
Employers in California may not discriminate against employees who have been injured during the course
of their employment; it can be argued that this also applies to job candidates (and of course, employers may
not discriminate against candidates on the basis of disability). 89 Because workers’ compensation records
contain medical information, an employer should follow the guidelines for medical information discussed
above under Discriminatory Practices. Under the FCRA, a consumer reporting agency may not provide an
employer with any medical information (including information on the individual’s physical, mental, or
behavioral health or information on the provision of or payment for health care) unless the candidate
provides consent and the information obtained is relevant to the job requirements. 90
In California, as with other medically-related inquiries, employers may only ask for and access workers’
compensation records after a job offer has been made 91 and may not rescind the offer based on information
in the record unless the candidate could not perform the essential functions of the job with or without
reasonable accommodation. 92

Adverse Action
Before an employer decides to deny employment or make any decision whatsoever that can adversely affect
the candidate, in whole or in part, based on information obtained through a background check by an outside
agency, the candidate must receive notice in order to have a meaningful opportunity to contest the accuracy
of the information. 93 Specifically, the notice must include a copy of the report and must include a
description in writing of the applicant’s rights under the FCRA. 94 The courts have not identified a precise
number of days the employer must wait before making the adverse decision, although one court, citing the
legislative history, noted that a reasonable period for an employee to respond is not required to exceed five
business days. 95
In, addition, if the employer takes an adverse action, it must provide the candidate:
•

notice of the adverse action;

•

a copy of the public record compiled as part of the report, regardless of whether the
applicant waived their right to the record; and
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•

a statement that the applicant has the right to dispute the accuracy or completeness of any
information in the report. 96

Because a background check may include inaccuracies, it is important to allow the candidate adequate
opportunity to dispute or explain any findings. In fact, even if the background check yields accurate
information, some regulations may require the employer to take individual facts and circumstances into
account after making an initial adverse decision. See discussion of Title VII Considerations and the City of
Los Angeles Ban the Box ordinance for more details. As discussed earlier, an employer conducting an inhouse background check must provide the job candidate a copy of the public record documenting an arrest,
indictment, conviction, civil judicial action, tax lien, or outstanding judgment, if the employer takes an
adverse action based on the public record.

Conclusion
If carefully planned and used as one of many tools in a comprehensive hiring practice, a background check
aids an employer in maintaining a safe work environment and helps an employer mitigate liability. In some
sectors, a background check may be required by law. However, in conducting a background check an
employer must comply with wide-ranging and ever-changing regulation. This Guide is not exhaustive, nor
can it be due to ongoing advocacy, new and proposed laws and regulations, and active litigation. An
employer should be careful to comply with the regulations discussed here and should ensure that any other
sector-specific requirements are met. It is generally best to employ a reputable and experienced outside
agency to conduct the search, and it is often advisable to consult a qualified employment law attorney
annually in order to design the parameters of a background screen that best meets the requirements for a
particular position and to ensure that the existing policy and practice does not violate changing laws.
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Appendix A: Sectors Requiring Background Checks
Sector

Governing Law

Key Provisions

Cal. Health & Safety Code §
1596.871
Child Daycare or
Family Child Care
Home

22 Cal. Code Regs. § 101216(g-i)
22 Cal. Code Regs. § 101170
22 Cal. Code Regs. § 102370
22 Cal. Code Regs. §
101217(a)(11-14)

Residential Care
Facilities for the
Elderly

Cal. Health & Safety Code §
1569.17
22 Cal. Code Regs. § 87355
22 Cal. Code Regs. § 87356

• Criminal check required for applicants for
licenses to operate and manage a facility,
adults responsible for administration or
direct supervision of staff, any person who
provides care and supervision to the
children, any staff person, employee or
volunteer who has contact with the
children, any person designated as
responsible for the operation (whether or
not part of a local educational agency),
and/or officers on the board of the license
applicant
• Unless approved for an exemption,
applicants for licenses, permits or
certificates of approval who have been
convicted of a crime other than a minor
traffic violation will be denied
• Health screening required for all
personnel, licensees, administrators and
volunteers
• For exclusions from these requirements,
see 22 Cal. Code Regs. §§ 102370(b) and
101170(b)
• Fingerprints and criminal background
checks required for any applicant for a
license to operate or manage a facility, any
person responsible for the administration
or direct supervision of staff, any person
other than a client residing in the facility,
any person who provides assistance in
dressing, grooming, bathing or personal
hygiene, any staff person, volunteer or
employee who has contact with clients,
anyone in an executive position of an
organization serving the elderly and
anyone on the governing body of such an
organization who has a financial interest in
the license applicant
• For exclusions, see Cal. Health & Safety
Code § 1569.17(b)(2)
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Entities providing
services to a
school district

Psychiatric Health
Facilities

Cal. Educ. Code § 45125.1

• Employees of any entity engaged in:
janitorial; administrative; grounds &
maintenance; pupil transportation; or foodrelated services who have contact with
pupils are required to submit fingerprints
for a criminal background check

Cal. Welf. & Inst. Code § 5405

• Any administrator, manager, program
director, or fiscal officer of the facility, any
“direct care staff,” (including employees,
contractors, or volunteers who have
contact with clients while providing
services) and any direct service contractors
must submit fingerprints for a criminal
background check

Cal. Educ. Code § 44830.1
Public Schools &
Charter Schools

Cal. Educ. Code § 45125
Cal. Educ. Code § 45125.01

Cal. Educ. Code § 44237
Private Schools
Cal. Educ. Code § 44020

• A school district may not hire any person
requiring certification (including teaching
and supervisory staff) convicted of a
violent or serious felony
• Non-certified personnel for full-time, parttime, or substitute employment and
volunteers (paid and unpaid) must submit
fingerprints for a criminal record check
• Each applicant for a position requiring
contact with pupils in an organization
offering or conducting private school
instruction on the elementary or high
school level must submit fingerprints for a
criminal record check
• An applicant convicted of a serious or
violent crime or an applicant who would
be prohibited from public school
employment may not be employed by a
private school
• The school is required to notify parents in
writing if an individual convicted of a sex
offense is hired
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Appendix B: Questions Related to Criminal History

Impermissible Subjects of Enquiry

•

Arrests or detentions that did not result in
convictions; 97

•

Convictions for certain misdemeanor marijuanarelated offenses if the convictions are more than 2
years old; 98

•

The applicant’s referral to, or participation in, a
pretrial or post trial diversion program; 99

•

Any conviction for which the record has been
judicially ordered sealed, expunged, or statutorily
eradicated; 100

•

Any misdemeanor conviction for which probation has
been successfully completed or otherwise discharged
and the case has been judicially dismissed; 101

•

Any arrest for which a pretrial diversion program has
been successfully completed. 102

•

Any criminal convictions, and whether the applicant
was ever convicted of a felony or misdemeanor other
than certain misdemeanor marijuana-related
convictions more than 2 years old; 103

•

Any criminal charges and arrests for which the
applicant is out on bail or on his or her own
recognizance pending trial. 104

Permissible Subjects of Enquiry
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Appendix C: Permitted to Perform FBI Search
Sector

Organizations serving
youth, elderly,
physically/mentally
disabled; and other
human resource
departments

Authorizing Code

Provisions

Cal. Penal Code § 11105.3

• Human resource agency or employer may
request records of conviction or pending
adjudication from DOJ for persons
applying to positions of employment, a
volunteer position, or for a license in
which they would have a supervisory or
disciplinary power over a minor or any
person under his or her care
• Nonprofit organizations do not have to
pay a processing fee for background
checks performed by the DOJ (state only;
federal has a fee)
• If a person is hired and has a conviction
or attempted violation of a certain offense
(including a sex offense), the agency or
employer must notify the parent or
guardian of any minor who will be
supervised by the person
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Appendix D: Criminal Record Check Best Practices 105
Eliminate policies or practices that exclude people from
employment based on any criminal record.
General
Train managers, hiring officials, and decision-makers about
Title VII and its prohibition on employment discrimination.

Develop a narrowly-tailored written policy and procedure for
screening applicants and employees for criminal conduct.
•
•
Developing a Policy

•
•
•
•
•

Identify essential job requirements and the actual
circumstances under which the jobs are performed.
Determine the specific offenses that may demonstrate
unfitness for performing such jobs.
Identify the criminal offenses based on all available
evidence.
Determine the duration of exclusions for criminal
conduct based on all available evidence.
Include an individualized assessment.
Record the justification for the policy and procedures.
Note and keep a record of consultations and research
considered in crafting the policy and procedures.

Train managers, hiring officials, and decision-makers on how to
implement the policy and procedures consistent with Title VII.

Questions about Criminal Records

When asking questions about criminal records, limit inquiries to
records for which exclusion would be job related for the position
in question and consistent with business necessity.

Confidentiality

Keep information about applicants' and employees' criminal
records confidential. Only use it for the purpose for which it was
intended.
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